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Abstract

Information is an asset to any organisation. As a result, different organisations strive
to ensure that information is well protected. This has led to organisations creating
information security policies. Despite this approach, employees play a vital role to
ensure that these policies are implemented. Information security has been studied in
different contexts. However, in the existing literature, there is limited research which
investigates the factors that influence information security practices in the context of
software organisations. Similar to other business contexts, information is an important
tool within software organisations. The purpose of this study was to investigate the
factors that influence information security practices in software organisations using a
Namibian software organisation as a case study. The use of Activity Theory as a lens
helped to investigate the factors that influence information security practices in software
organisations which are often overlooked. From the analysis of the findings, it is evident
that factors such as employee structure, work context, information sensitivity, reputa-
tion, responsibility, accountability and policies influence information security practices
in software organisations. The findings revealed that information security policies have
to be enforced at different levels and units in software organisations. The findings from
this study may assist software organisations when implementing information security
policies.
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1 Introduction

With rising threats to organisations and their information systems, the need for information
security has increased. Information security is a topic that has gained popularity in organi-
sations (Payne, 2003; Kruger, 2006; Show, 2007; Herath and Rao, 2009; Khan et al., 2011;
Aloul, 2012). Theoharidou et al. (2005) posit that information security encompasses three
major areas: confidentiality, integrity and availability. This means that information within
any organisation has to be accessed only by authorised persons, while ensuring that infor-
mation content has not been manipulated, and at the same time, accessible when needed,
without which information security is incomplete.

Software development is the process of developing software applications which capture the
business processes of an organisation. In this process, sensitive customer information regard-
ing customers’ business processes is left in the possession of the software organisations. In
most cases, software organisations are required to provide application support services after
software applications have been deployed, and hence, software organisations are committed
to take charge of important customer information. Buse and Zimmermann (2012) also ex-
plain that information is an important tool in the software development process. For this
reason, information kept in the possession of software organisations should be protected.

Information security has been discussed in different contexts (Bonnette, 2003; United
States General Accounting Office, 1999; Hong et al., 2003). Although there is an increasing
number of studies focusing on software security (Mouratidis et al., 2005; Halkidis et al., 2006;
Yang et al., 2012; El-Hadary and El-Kassas, 2014), there is little research which establishes
the factors that influence information security practices in software organisations. Further-
more, the problem with previous studies is that they do not emphasise activities carried out
by employees which influence information security practices in software organisations.

The main purpose of this study was to investigate the factors that influence information
security practices in software organisations using a Namibian software organisation as a case
study through the lens of Activity Theory. This study therefore contributes in two folds,
theoretically and practically. Theoretically, this paper contributes to the body of literature
which investigates the factors that influence information security practices in software or-
ganisations. Practically, the factors identified in the study can be used as a guide to improve
information security practices in software organisations.

The paper is structured as follows, the research approach is presented in section 2. Data
analysis is done through the lens of Activity Theory in section 3. The findings from the data
analysis are presented in section 4. Section 5 concludes the study.
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2 Research approach

In order to achieve the main purpose of the study, the qualitative research method was
adopted. Nicholls (2011) explains that the findings of a study can be analysed in-depth
when qualitative methods are employed. The qualitative research method is appropriate
when a study seeks to answer the ”"what, how, why” of an event (Patton and Cochran,
2002). In a bid to understand "what factors influence information security practices in
Namibian software organisations”, the qualitative method was adopted.

Yin (1989: 23) defines a case study as ”an empirical inquiry that investigates a contem-
porary phenomenon within its real-life context when the boundaries between phenomenon
and context are not clearly evident, and in which multiple sources of evidence are used”.
The case study approach is appropriate for this study as it aims to understand the activ-
ities which take place within the real-life context of software organisations. Wu and Chen
(2005) explain that ”..interpretive research establishes the meaning of texts and arrives at
an understanding of the phenomenon to which it implicitly refers”. The study also adopts
the interpretive approach as it seeks to investigate the factors that influence information
security practices in Namibian software organisations.

The interview technique is an appropriate data collection method in qualitative studies
(Al-Busaidi, 2008). From Wu and Chen’s (2005) argument, interviews allow the researcher
capture "rich descriptions” for the study in which they undertake. For this study, the data
collection technique used was the semi-structured interview. The organisation used as a
case study is a Namibian software organisation, Solitaire Software Company (pseudonym).
Solitaire specialises in the development of software applications. Permission was granted by
the organisation before any information was gathered.

Twelve employees from different departments (software engineering, network engineering
and business department) were purposively selected and were interviewed individually. The
interviews were recorded and subsequently transcribed. Data was analysed from individual
interviews. For referencing, the structured approach is as follows:
numberOfinterview_genderOfinterviewee_departmentOfinterviewee_lineNumber. For exam-
ple, the first interview in which the interviewee is a female employee from the department
of network engineering, texts form line 1 to 6 will be referenced as follows: 1_F_NE_1-6.

The study was underpinned by Activity Theory. Activity Theory was used as a lens
to investigate the factors that influence information security practices in the organisation.
This approach was adopted by Shaanika and Iyamu (2015) in examining how enterprise
architecture can be deployed in the Namibian government. Odejide and Iyamu (2012) also
used this approach in examining the factors influencing deployment of risk management
systems in organisations. Moloi and Iyamu (2013) adopted this approach in examining the
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deployment of competitive intelligence.

3 Data analysis: The Activity Theory view

Activity Theory, according to Engestrom (2001), comprises of six constructs which are sub-
jects, objects, tools, rules, community and division of labour. Activity Theory is an analytical
framework which uses activity as a unit of analysis (Morf and Weber, 2000). Activity Theory
posits that activity is "primary” (Morf and Weber, 2000:81). The key application of Activity
Theory in this study is the emphasis on human activities and how these activities influence
information security practices in software organisations. The next section describes how
these constructs are linked to the activities of Solitaire Software Company, which include
the roles and responsibilities of subjects, objects, tools, rules, communities and divisions of
labour in the organisation.

3.1 Subjects

Subjects in Activity Theory are participants in the study who engage in different activities
(Engestrom, 2001). In the organisation, subjects are employees who take the role of software
engineers, application consultants and network engineers. These subjects engage in one
activity or the other. The organisation is comprised of employees at different levels which
include employees from junior to senior levels. For example, the software engineer position
comprises of intern software engineers, trainee software engineers, junior software engineers,
intermediate software engineers and senior software engineers. According to one of the
interviewees "... our levels are different, the position of a software engineer can come in many
forms, for example, intern software engineer, junior software engineer and senior software
engineer. Interns are the lowest in rank, this group of employees have to move up the ladder
from intern, trainee, junior, intermediate and then to senior staff depending on the level of
experience they have acquired” (1_.M_NE_5-9).

Employees (subjects) perform activities within the organisation. For example, it is the
duty of application consultants to communicate with customers regarding business processes
which are to be incorporated in software applications. It is the duty of software engineers
to translate these processes into software programs. One of the interviewees stated "It is
our duty to interact with the customers and gather information regarding their business
processes and afterwards we inform the software engineers” (3_-M_B_6-7). It is the duty
of network engineers to resolve technical issues regarding cabling and network connections
within the organisation and during the deployment of software applications at customer sites.
One interviewee stated: "Employees from the networking department are responsible for
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deploying applications at the client site...” (11_M_NE_8-9). Subjects work towards achieving
something, which is the goal. The goal in Activity Theory is represented by objects. Objects
are discussed in the next section.

3.2 Objects

Objects in Activity Theory represent the goals which subjects are supposed to achieve when
carrying out activities (Engestrom, 2001). The organisation is divided into several depart-
ments. The organisation comprises of three core departments which includes the business
department, the software engineering department and the network engineering department.
Subjects (employees) are assigned to each department depending on their specialisation as

one interviewee indicated: "We have three core departments, software engineering, network-
ing and business” (1.M_NE_4).

For each project, employees (subjects) have a role to play in its implementation (object).
Each employee has an individual goal to achieve. Employees in a department (subjects) also
have a collective goal to achieve. For example, the early phases of software projects are initi-
ated by application consultants in the organisation. The purpose is to ensure that customers’
ideas are well communicated to software engineers. The implementation phase is initiated
by the software engineering department to ensure that customers’ ideas are translated into
software applications, while the deployment phase is initiated by the network engineering
department, with the purpose of properly deploying software applications at customers’ site.
One of the interviewees stated: "Each department has a unique role to play in the project
life cycle. The three different departments that we have here all perform different functions
and these functions contribute to the progress of the project” (12.M_NE_25-27). Another
interviewee stated: ”"As a software engineer, my colleagues and I are responsible for devel-
oping software applications, and the first step in initiating this process is to liaise with the
business department, they ensure that the requirements are in line with what is to be de-
veloped, the networking guys make sure everything is properly done at the customer’s site”
(8-M_SE_54-57). The overall objective of each department is to ensure that they provide
satisfactory services to their customers.

3.3 Tools

In the organisation, the tools which enable the subjects (employees) achieve their goals
(objects) include computers, internet facilities, programming tools, telephones, documents,
customer files and customer information. Telephones are situated in each departmental unit.
Telephones facilitate communication between customers and employees in the organisation.
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Computers also facilitate employees in carrying out work activities, for example, checking
e-mails and writing software programs. The internet is used to access employee e-mail and
sending messages to customers. The internet is also used to access some client applications.

Another vital tool used by employees is customer information. Customer information help
employees perform their duties. One interviewee from the software engineering department
explained "Customer information is very important to us, we need it to verify our output
during software development. We also need customer information when providing helpdesk
support services to our clients” (7_-M_SE_10-13).

3.4 Rules

Departments within the organisation are guided by policies in order for employees to meet
their goals. These policies were created by the management. There are different policies
which guide the different departments as well as policies which guide each employee. The
organisation’s policy does not permit employees to share passwords even if they work within
the same domain. One interviewee stated "We are not allowed to share passwords with
anyone, even when we work within the same department, because we all have to be respon-
sible for our actions on the system” (5_F_B_82-83). In the business department, application
consultants are not allowed to view customer information outside their domain. Customer
information is meant to be kept private within the context of its application. The depart-
ment is also guided by rules in which application consultants are specifically assigned to
discuss with customers.

Password policies are kept stronger within the software engineering department and the
networking department. The software engineering and networking department are guided
by the departmental password policies, as well as the individual password policies because
they have direct access to modify, add and delete customer information. Employees on the
lower hierarchy have limited access to customer information. One interviewee stated: "Due
to the nature of our jobs and the access to information which is provided by our customers,
we have to be careful in the way customer data is accessed. Junior employees within our
department are given restricted access or no access at all” (10-M_SE_93-95).

Senior employees within these departments ensure that these policies are strictly adhered
to, in order not to make mistakes that could be damaging to the organisation’s reputation.
Senior employees within these departments strictly enforce these policies to ensure that
staff members do not lose their reputation as a result of unintended mistakes made due
to inexperience. One interviewee stated "..at the same time we do not want our junior
employees to make unnecessary mistakes which can be attributed to lack of experience and
that is one the reasons why we restrict access to customer information on those levels”
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(4.F_B_121-123).

The organisation also uses activity logs as a means of recording activities of applications
which employees work on. This is part of their policy to keep track of the activities carried
out by each employee.

3.5 Community

Employees (subjects) from different departments form the community. These employees
have a common goal (objects). The community also work together regularly to ensure
that the goals of each employee is aligned with the central goal of the project. Meetings
are usually held to ensure that each subject’s activity is in line with the objectives of the
project. One interviewee stated "We usually have meetings which involves key employees
who are participating in a project. The meeting brings together selected employees from the
three main departments in the organisation” (10_M_SE_140-142). The success of a project
is a collective effort of the various departments who take part in the project.

3.6 Division of labour

Each employee (subject) in the organisation is assigned work, which forms part of a project.
Work activities are divided among the employees in the organisation. Each employee has a
role to play despite their level in the organisation. One of the interviewees stated: "It doesn’t
matter if you are a network engineer or software engineer, you have to be assigned work,
even if you are an intern, trainee, or even a senior staff, you have to contribute something”
(2_F_B_145-147).

4 Findings

This section discusses the findings from the analysis of the data as presented above. As shown
in Figure 1. The factors influencing information security practices in software organisations
include employee structure, work context, information sensitivity, reputation, responsibility,
accountability and policies.
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Figure 1: Factors influencing information security practices in Namibian software
organisations

4.1 Employee structure

Based on the analysis, it is evident that the way employees are structured within the or-
ganisation plays a significant role in determining how customer information is accessed by
employees in the organisation. The purpose of this enforcement is to ensure that employees
do not abuse customer information. The organisational policies ensure that employees are
well grounded in the working environment before they are given access to customer infor-
mation. The organisation uses this policy as one of the measures to enforce information
security within the organisation.

4.2 Work context

The organisation maintains a strict emphasis on policies. Despite employee structures be-
ing put in place, the organisation also strives to eliminate redundant use of customer of
information, and as a result, employees only have access to information required to perform
their duties. The organisation employs this technique to ensure that employees do not have
unnecessary privileges to information that they do not need.
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4.3 Information sensitivity

The organisation has a policy which restricts inexperienced employees from gaining access to
sensitive customer information. This policy improves information security practices within
the organisation, thereby decreasing the amount of information security threats internally.
In-depth understanding and use of customer information comes through experience and
continuous interaction with the work environment which has to be built before employees
are given access to such information. Activity Theory assisted in establishing the role of
employees in the organisation.

4.4 Reputation

The organisation tries to maintain a good reputation with customers, and as a result, enforce
strict information security policies. The organisation values its external reputation, and
hence, would not want to damage it as a result of information security threats to customer
information. This is one of the reasons information security is narrowed down to the lowest
level. The organisation also tries to ensure that employees do not make mistakes as a result
of their inexperience; as a result, junior employees are given access to customer information
only when they completely understand the work context.

4.5 Responsibility

The organisation strives to ensure that employees (subjects) are responsible for activities
carried out, and as a result, passwords are not shared among employees (subjects). When
employees are aware that their actions cannot be hidden on the system, they will try to
reduce activities that compromise existing information security practices.

4.6 Accountability

Activity logs are kept within the organisation to ensure that employees are accountable for
their actions with regards to customer information. With Activity Theory, it was possible to
understand the measures put in place by the organisation to enforce accountability for user
actions on the system. The analysis also reveals that employees can be easily tracked by
their actions, and hence, will try to reduce activities that compromise existing information
security practices.
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4.7 Policies

Policies guide the way activities are carried out in organisations. Having effective policies
in place ensures that activities are carried out in a structured and orderly manner. Based
on the analysis, it is evident that the organisation employs different policies that enforce
information security practices. These practices are enforced at different levels and work
contexts in the organisation.

5 Conclusion

The purpose of this study was to identify the factors that influence information security
practices in software organisations. The study also examined the activities carried out in
the organisation using Activity Theory as a lens. The use of Activity Theory as a lens
also helped to examine how activities carried out by subjects (employees) in a community
facilitate information security practices at Solitaire Software Company.

With this study, it was possible to establish that Solitaire Software Company places
information security in high esteem, and hence, it is embedded in their practices. The
findings also reveal that these practices are embedded through policies which are applied
at both departmental and individual levels. The use of Activity Theory in the analysis
of factors that influence information security practices in software organisations brings a
different perspective both theoretically and practically as it contributes to the body of
literature which uses Activity Theory to analyse the activities which take place in software in
software organisations as well as establishing the factors that influence information security
practices in software organisations. From a practical perspective, software organisations can
adopt the findings in their existing policies to enhance information security practices.

The study indicates that employees play an important role to ensure that information
security policies are strictly enforced. The study also revealed that factors such as employee
structure, work context, information sensitivity, reputation, responsibility, accountability
and policies influence information security practices in Namibian software organisations
which are often overlooked.

The limitation of this study is the use of one Namibian software organisation as a case
study, and hence, may be difficult to generalise the findings. However, for future research,
different software organisations can be used as case studies.
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